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Our SaaS playground: 
enter Enterprise Chat

Data Isolation

Multi-tenancy

Custom domains

Corporate SSO



Before we proceed, one important 
caveat

What we are going to work on, is only 

*ONE POSSIBLE SOLUTION*



Keeping data siloed: isolation strategies
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Ok, discriminator column, but how?!

SELECT *
FROM Rooms
WHERE CompanyID = 'acme'

ChatRooms
acme

acme

contoso

fabrikam



SQL Server's Row Level Security
One possible option to have an "allow-list" approach
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Discriminator column and Row-level security



Multi-tenant networking
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Multi-tenant networking
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Azure delivery network



Beware of multi-site services like App 
Services
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Beware of multi-site services like App 
Services
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• Client ID
• Client Secret
• Metadata URL

Enforce IDP via a specific B2C user flow

Enterprise-ready security: corporate 
SSO
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Enterprise-ready security



Enterprise-ready security: ring fencing 
access control

Token enrich
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One last question:
What does it take to add a new client?



Recap
• Different data isolation strategies
• Row Level security

• Subdomain-independent delivery network

• Support for corporate SSO

• Access control in the application

• Creation of a new instance via Graph API





Get the bits at
https://github.com/cradle77/SaaSDemo

Thank you! ☺
@crad77
info@marcodesanctis.it




